RaK NOCTPOMTDL PEaNbHO
padoTaloLLyio cucTemy
De3onacHoCTH 00bEKTa
RUK?

Hukonan [JomyxoBcKuit
OO0 «YLICb»



Rak nocTpouth HepaboTarowyio ChORHUD
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Rak nocTpouth HepaboTarowyio ChORHUD




Cucrtema 6e3zonacHocTu oobekta KU

NMpukas Ne235
S’S 3 Cunbl OpraHu3auMOHHO-pacnopsanTerbHbIe
‘R Ad A AOKYMEHTbI
[TogpasnoeneHusa, oTBETCTBEHHbIE 3a Llenun, 3agayun, npasuna v npouenypol
Oe3onacHocTb obecne4vyeHuss 6e3o0nacHOCTU 3HAYMMOTO
[Noppasnenenuns, akcnnyatmpytowme 3OKMN obbekTa
[TogpasneneHusa, obcnyxuBatowme SOKNA

CpencrtBa
[IporpamMmHbIE N NporpammHo-annapaTtHbie Cp3U

[Mpuka3 Ne239




tHM3HeHHbIU uMKEn ChOKUM

dyHKkunoHnposaHne CbOKUN

>




19
10

MepPOonpPUATUN No obecneyeHuto
be3zonacHocTn oobekToB KW onucbiBaeT
npukas 239

MepPONpPUATUN OTHOCATCS K paspaboTke u
BHEAPEHUO Mep 3aLmTbl 00bekToB KN m
ewe 4 k ctagun sbisoga OKNI n3
aKkcnnyaTtauum

MEepPONPUATUN OTHOCATCS K obecrneyeHunto
dyHkunoHmposaHna CbOKNU (oomkHbl
BbINONMHATLCS NOCTOAHHO)

rpynn mep no obecne4yeHnto 6€3onacHoOCTr
obbekToB KN onuncbiBaeT npukas 239, ns
KOTOPbIX 15 AOMKHbI ObITb peann3oBaHbl B
OKWW 3-n kateropnmn 3Ha4MMOCTU

rpynn mep peanuayrTcsd C MNPMMEHEHNEM
TEXHNYECKNX CPEACTB 3aLnUTbl MHdOpMaLUn
(HanpaBneHHbIX Ha HeEUTpanusayuto
akTyanbHbIX yrpo3 VIb) n ewe ogHa — ¢
NpUMEHEHUEM UHXXEHEPHO-TEXHUYECKUX
CpeacTB OXpaHbl

rpynn mep AetanmanpyoT MePONPUATHUS,
OTHOCALLMECS K 0DECNEYEHUIO
doyHkumoHmnposaHmna CBOKNI (dpakTnyecku,
cogepxaT TpeboBaHUs K opraHmn3aLuum
paboTtkl cun CBOKNN)



GOYHEUVOHANbHAA cTRYKTYNA ChORUM

Passutue MnaHnpoBaHue
* AHann3 gyHKuMoHMposaHua CEOKMN e Pa3paboTka nnaHa meponpuATMin No obecneyeHmto
e RKoppektnposka OP/] 6e3onacHocTn 0bbekToB KUN
e KoppeKTnpoBKa apxuTeKkTypbl obbekTtoB KUNU
e Koppektnposka CEOKNN
CBOKUU
MOHUTOPUHT U KOHTPO/Ib Peanunsauun
5 AHanms3 yrpos

® KROHTPO/Ib 33 BbINO/IHEHWEM MEPONPUATIN YnpaBneHue noacucremoli besonacHoct OKUM

nnaHa obecnevenmsa 6esonacHoctn OKUU YrpaBaeHue KoHbUrypaLmes
e KoHTpOAab cocTosiHMA 6e3onacHocTn OKNN m PearnpoBaHme Ha KM

° Y, o o
['ocyAapCTBEHHBIM KOHTPO/b Ob6ecneyeHve AelCTBUI B HELLTATHbIX CUTYaLMAX

NHPopmmpoBaHme n obyyeHne nepcoHana

dkcnnyaTauma OKMU B cooTBETCTBUM C NpaBMaamm no 6e3onacHocTum
OueHKa cootBeTcTBMA OKUN 1 Cp3U B cocTaBe noacmctem
6e3onacHoct OKUN

=S

YKo

Komnnekc UTCO ob6beKkTta KUU




m PykoBoguTenb cybbekTa
amms KA

Co3gaet CBOKUU

Onpegenser coctaB cun U PyHKLUK
y4aCTHUKOB

HasHa4vaeT nogpasgeneHue no 6e3onacHoOCTy
YTBepKaaeT nnaHbl U pe3yrnbTaTbl KOHTPOSIS

= [logpa3neneHue @ [logpas3oeneHue @ , 'loApasnenenve,
APaSE y Y { APASA ’ N oGecrneynBaoLLee
@M o 6esonacHocTy =d akcnnyatupytowee OKNA
doyHKUMOHNPOBaAHKME
 AHanus yrpos « OkcnnyaTtaumsa OKUW B cooTBeTCTBUM C  ConposoxaeHne OKNW B cooTBeTCTBMM
* Peanunsauusa tTpeboBaHunm npasunamMmu no 6e3onacHoOCTn C NpaBunamMu no 6e3onacHoOCTy
* Peanunsauunsa opraHnsaymoHHO- * YyacTtmne B MeEPONPUATUAX NO: * Y4yactve B MEPONPUATHAX NO:
TEXHUYECKUX Mep kaTeropuposaHutio OKMW, nnaHnpoBaHmio kaTeropuposaHuio OKW,
* PearnpoBaHue Ha MHUUOEHTDI MEPONPUATUA, KOHTPOJSTIO 3a UCMOSTHEHMNEM, NNaHMpOBaHMIO MEPONPUATUN,
* OueHKa cooTBETCTBUSA NOArOTOBKE NPEANIOKEHNI No KOHTPOSIO 3a UCMNONHEHNEM, NOArOTOBKE
 CoBeplueHcTBoBaHne CEOKNW COBEPLUEHCTBOBAHMIO NPeAnoXeHnn No COBEPLIEHCTBOBAHNIO

NMpuka3 235 He onpenenaeT ABHO OTBETCTBEHHLIX 3a MeponpuaTtna: ynpaesneHune Cp3W, ynpaenenune koHdurypaunen OKNN
N 0ENCTBUA B HelUTaTHbIX cuTyauuax. KoHKpeTHoe pacnpenenenme yHKUnMmn aormkHo onpegendateca B OPL



GCoctaB OPQl ChOKUM

PernameHTb! (NOpAaaKn), NONoOXeHUs

XXypHanbl, peecTpbl, UHCTPYKLNN

* Llenn n 3apa4mn obecnevyeHns 6e3onacHOCTU
OKUNIW

* Yrpo3bl 1 Hapywmntenu (basosas moaernb)

* CoctaB u ctpyktypa CBOKUN

* ®opMbl OLEHKN COOTBETCTBUS 3HAYNMBbIX
O0OBbEKTOB

» CocTaB MeponpusaTuin no obecnevyeHmto
6e3onacHocTn OKUNW



GCoctaB OPQl ChOKUM

[lonnTuku, nnaxHbl * OyHKUMK yyacTHUKoB CBEOKN

* Mogenu yrpos 6esonacHoctn OKU

* [Mopsigok peanmn3aunn mep no obecrnevyeHmto
b6e3sonacHoctn OKNU

* [lopsagok npoBegeHUs NcnbiTaHUN/MPUEMKN

* [lopsagok pearnpoBaHnUa Ha KOMMbIOTEPHbIE
MHUWOEHTD

* [Mopagok nHdopmmpoBaHna U oby4yeHUs
nepcoHana

* [lopaagoK B3anMoOenNcTBumS

PernameHTbl (MOpPSAAKK), NONOXEHUSA

XXypHanbl, peecTpbl, UHCTPYKLNN



GCoctaB OPQl ChOKUM

* [lpaBuna u npoueaypbl besonacHou
paboTbl B OKNWU

* [lencTBMSA NMPm KOMMNbIOTEPHbIX
MHUMOEHTaX U UHbIX HEeLWTaTHbIX
cuUTyaumsix

» [1okyMeHThI, noaTBepXaarLme
BbINOTHEHNE MEPONPUATUIN MO
obecneyeHuto besonacHoctn OKN
(3anucn)

PernameHTb! (NOpAaaKn), NONoOXeHUs

XXypHanbl, peecTpbl, UHCTPYKLNN



PaboTHUKK, akcnnyaTupyrowme saHa4nmMmele 00bEKTbI KpUTUYECKOU MHPOPMaALMOHHON MHAPACTPYKTYpPbI (Mofb3oBartenmn), a
Takke paboTHUKKU, obecrnevnBatoLme PYHKLUMOHNPOBAHNE 3HAYUMbIX OOBEKTOB KpUTUYECKON MHGOPpMALIMOHHOW
MHPACTPYKTYPbI, AOSTKHbI BbIMOMHATL CBOU 00513aHHOCTU Ha 3HA4YMMbIX OObEKTaX KpUTUYECKON NHAOPMALIMOHHOW
MHPPaCTPYKTYPbl B COOTBETCTBUM C NpaBunamMmm 6e30nacHOCTU, YCTaHOBIIEHHbIMU OpraHn3aLUnoHHO-

pacriopaanteribHbiIMi AOKYMEHTaMM! 10O be30nacHOCTU 3Ha4YMMbIX OOBEKTOB (I/IHCprKLI,I/IFIMI/I, pyKOBO,EI,CTBaMI/I).
n. 15 lNpukasa 235

Paboyas (skcnnyataumoHHasi) AOKYMEHTaUMA Ha 3Ha4YMMbI OOBbEKT AOIKHA coaepXKaThb:

npaBusia aKcnnyataumm nporpaMmMHbIX U NporpaMMHoO-annapaTHbIX CPeacTB, B TOM YMCIe CPeacTB 3almTbl MHGOPMaL UK

(npaBuna 6e3onacHoOM 3aKcnnyaTauum).
1. 11.3 lNpukasza 239

HapyweHue npaBun akcnnyaTtauumn CpeacTB XpaHeHus, obpadboTkn nnm nepenadm oxpaHsaeMom KOMMNbIOTEPHON
MHJOOpPMaLMKN, cogepKallencs B KpUtndeckom nHpopmaummoHHon nHdpactpyktype Poccunckon degepaunm, nnu
MHPOPMALIMOHHbIX CUCTEM, UHCPOPMALIMOHHO-TENEKOMMYHUKALMOHHBLIX CETEN, aBTOMATU3NPOBAHHbLIX CUCTEM YrNpaBleHud,
CETEWN ANIEKTPOCBA3N, OTHOCSLLMXCS K KOUTUHECKOU MHAOPMALIMOHHOU MHPpacTpyKkType Poccunckom ®enepaumm, nmobo
npaBun gocTtyna K ykasaHHbIM MHpopMaLuun, MHPOPMaLMOHHbLIM cuctemam, MHOPMaLIMOHHO-TENEKOMMYHUKALIMOHHbLIM
CeTAM, aBTOMaTU3NPOBAHHLIM CUCTEMAM YyNpaBlieHUsA, CETAM 3NEKTPOCBA3U, eCln OHO MOBJEKO NPpUYnHEHNE Bpeaa

KPpUTNUYECKON MHAOPMaLMOHHON NHApacTpyKkType Poccunckon degepauymm, - Haka3biBaeTCH ...
CT. 273.1 n.3 YK PO



ChORMH - TexHuueckrad apxuTerTypa

Moaynb ynpaeneHus Mozyib aHanM3a yrpos Mopaynb uHPopMmUpoBaHUA
AOKYMeHTauuei nepcoHana

Mopaynb ynpasneHus Mopaynb KateropupoBaHus Moaynb ynpasneHus
uHumaeHtamu Ub OKNH cooTBeTcTBMEM TPpeboBaHUAM

NHTerpaunoHHble aganTtepbl

H
K

NHUMAOEHTDI ‘

UHBEHTaAPM3aL A

YA3BUMOCTU
OLeHKa COOTB.

-

* OKNW BblgenseTca B N30SIMPOBAHHbIN

Cepsep Cepsep Cepsepbl
aHTMBMPYCHOV pesepaHoro ynpasneys SCEERE m cermeHT, B ToM ymucne ot CbOKUA
s HOnMpoBanKy ABCYTHON DATAPK * BHYTp® n3onnpoBaHHOro cermMeHTa
CpeactBo
o6Hapy»eHua KA III npenmyLlecCcTBeHHO UCIOJ1Ib3YHTCH

BCTpoeHHble Cp3/

* [JAK DATAPK obecneumnBaeT be3onacHbIV
cbop MHBEHTApPM3aLUMOHHON NH(OpMaL W,
cobbiTun NIb, cBegeHuin 0o ysa3BMMOCTSAX U
COOTBETCTBMUIO TPEDOBAHUSAM




ChORMH - TexHuueckrad apxuTerTypa

Moaynb ynpaeneHus Mozyib aHanM3a yrpos Mopaynb uHPopMmUpoBaHUA
AOKYMeHTauuei nepcoHana

Mopaynb ynpasneHus Mopaynb KateropupoBaHus
uHumaeHtamu Ub OKNH

Moaynb ynpasneHus
cooTBeTcTBUEM TpeboBaHMAM

NHTerpaunoHHble aganTtepbl

_ K

UHBEHTAPV 3aL 1A
oueHKa C)O0TB.

Cepsep Cepsep Cepsepbl
aHTUBUPYCHOM pe3epBHOro ynpasneHus Cobbitna Nb m
3alHMNTDbI KOnNnMpoBaHnA AOCYTNOM DATAPK

CpeactBo
obHapyxeHusa KA

O6bekT KUU

* OCHOBHblE TEXHMNYECKME CpeacTBa
CBOKWW pacnonaratotcs B BblAENEHHOM
cermeHTe M3 OKUWA

* B cocTaB cpeacTtB BXOOAT cpeacTtea
aHTUBUPYCHOW 3aLLUUTbI, pe3epPBHOI0
KONnpoBaHWUA, ynpaBfeHns OOCTYrnoMm (K
CBT, ACO u np.), obHapyxeHus
KOMMbIOTEPHbIX aTakK

» [1na Bcex cpeacTB peannsyeTtcd
LleHTpann3oBaHHOEe yrnpaBneHune
(MeponpusaTue ynpasneHme Cp3U)



ChORMH - TexHuueckrad apxuTerTypa

Moaynb ynpaeneHus Mozyib aHanM3a yrpos Mopaynb uHPopMmUpoBaHUA
AOKYMeHTauuei nepcoHana

Mopaynb ynpasneHus Mopaynb KateropupoBaHus Moaynb ynpasneHus
uHumaeHtamu Ub OKNH cooTBeTcTBMEM TPpeboBaHUAM

*» CAINYWbB Ha b6asze 1O ePlat4m peanusyert

WUHTerpauyoHHble aganTepbi OCHOBHbIE MEPONPUATUA CBOKNW

» Cnown UHTerpaumoHHbIX afganTepos
obecneymBaeT NosryvyeHne gaHHbIX OT
Cp31 CBOKWW: nuBeHTapusaumnoHHas
MHpopmauus, ceegeHnst od ysa3BMMOCTSIX,
COOTBETCTBUU TPEDOOBAHUAM N NHUNAOEHTAX

H
K

NMHUMAEHTb ‘

MHBEHTapm3aL, 11
YA3BUMOCTU
OLeHKa COOTE.

Cepsep Cepsep Cepsepbl I/I E
aHTUBUPYCHOM pe3epBHOro ynpasneHus Cobbitna Ub m
3alHMNTDbI KOnNnMpoBaHnA AOCYTNOM DATAPK

CpeactBo
06HapyeHusa KA




CBOKWUWU — 31O He TONbKO TeXHNYeCKue OPO CBOKUWN pomnmxHbl ObITb «XXUBLIMUY»
cpencTBa Ecnn JOKYMEHTbI HE BbIMOMHAOTCA Hagnexalmm
[1pun co3pgaHnm CBOKN gormxHbl ObITb CO3aaHbl 00pa3oM — 3TO CO30aET PUCKM BMIMOTb A0

BCe 3 KOMMNOHEHTA CUCTEMBI. CUNbl, CPEACTBaA U YroyioBHOro npecneaoBaHns

OPLO

CBOKWUWN — 31O He npoAaykKT, a npouecc OcHoBHble Cp3U CBOKWUU — BCTpOEHHbIe
3aBeplueHmne sHeapeHna mep CbOKUN — Cp3UN komnoHeHtoB OKUN

TOJSIbKO Ha4arno padboThl OCHOBHble TEXHNYECKNE MePbI obecrneyeHus

b6e3onacHocTn OKUN Hanbornee adhdpeKTUBHO
peanunaytotcsa BCTpoeHHbIiMn Cp3U

CBOKWU - obLiee peno Meponpuatmnsa obecnevyeHmns 6e30MacHOCTMU
[Tomnmo noapasgeneHns no 6e3onacHoOCTU B OKUU pekomeHayeTCcA aBTOMaTU3UpPOBaTb
co3gaHun n dyHkumoHmnposaHmmn CBOKN Mcnonb3oBaHune pewieHnn DATAPK n ePlatdm c
aKTUBHOE y4yacTune NpuHMUMalT. PyKOBOAUTENb, Moaynsamu astomartusauum npoueccos CBOKNA

nogpasgeneHus, akcnnyaTumpyroLwmne nnu Nno3BosifeT boniee adpPEeKTUBHO peanmn3oBbiBaTb

conpoBoxaatwme OK N ocHoBHble MeponpuatTna CBbOKUN
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ndomukhovsky@ussc.ru
+7 343 379-98-34
WWW.USSc.ru



