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9TO LEJIATD
PASPABOTHNKAM,

=CJ 1V

EcTb 3agada BHeOpUTb HeT cobcTBEHHDBIX pecypcoB EcTb HEOHBXOOMMOCTb HeT noTpebHocTU
DevSecOps 3a KOPOTKUMM M KOMMeTeHuM o4 BbINO/IHNTb TpeboBaHUSA B MacLuTabHoOM BHeOpeHUU

CPOK M C MMNHUMaUJIbHbIMW MNoOJIHOLLEHHOIro BHeOpeHUS SakoHoOaTesrnbcTBa NnpoueccoB 6esornacHom
saTpartamMu DevSecOps N BHYTPEHHMX CTaHOapToB pPaspadboTKUM BHYTPU




[ TPELJ AT AEM

BblCTPOE N JIEI KOE
BHELLPEHNME OCHOBHDBIX

[TPAKTVIK DEVSECOPS

AN




Apsate —

AN

ob/iTadHaga raTdpopMa HeEMpeEpPbIBHONO aHasimMsa
SaLUMLLLEHHOCTUM MpUio>XXeHmm

O

HaTBHO BCTpamBaeTCH
B MHPPACTPYKTYPY paspaboTKy,

He TpebyeT ee NMsMeHeHnM

O4L

Bkio4daeT py4HYIO BepUdmMKaLUIO
pesyibTaToB aHa/iM3a cneumnasimcToMm

Mo 6e3onacHoOCTU MPUIO>XKeHUM

02

MpoBepsaeT Ha cooTBeTCTBME TpeboBaHMM
B oBbHoBneHuMda NO c sagaHHOU

pPerynapHOCTbIO UM MpU Ka>XKOoOM BbiNycKe

Ob5

CuctemMmaTmsmpyeT pesy/ibTaTbl NMpoBepokK
Ha MHTepaKTUBHbIX gallu6opoax

OOCTYINHbIX B JIMHHOM KabuHeTe

O3

Cooep>XKuUT BCTPOEHHbIE MHCTPYMEHTDI
aHaIM3a U J1Ierko pacLumMpaeTca HOBbIMU

Mo 3anpocy

06

MNepepaeT 3apgadm M MHpopMaL Mo
06 yasBmMMmocTax B Jira, Youtrack,

Redmine, a Tak>ke B WAF 1 USSC-SOC
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VIHCTpYMEHTHDI

Apsate

4 ) (" ) 4 )
CTatTndeckKmm aHaJims KoMMNosnumMoHHbIM OnHaMumnydeckKmm
koga (SAST) aHanns saBCMMOCTEN aHa IS MNPUNOXKEeHUS
(SCA) (DAST)
\_ _J \_ / _J \_ _J
4 ) 4 )
AHannas OpkecTpaunsd
MHPPACTPYKTYPHOIo COBbITUMN
kKooa (IAC-S) begonacHocT (ASOC)
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AN

Kak oTo paboTaeT

{STaH 1] {STaI‘I 2] {STaI‘I 3] {STaH 4]

NoakntoyeHne KnoHunpoBaHue MNepBaga nonHas ABTOMaTMN3VMpOBaHHasA
K nnaTtdpopmMme PernosnTopPUS nposepka MO NnpoBepKa NnepBoro
BblOa4ya pesy/ibTaToB obHoBneHusa MO
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: {STan 8] {STan 7] {STan 6] {STan 5]
1
'?‘ ABTOMAaTU3INpPpOBaHHAHA KoHcy/bTaunsd [Nepepada gaHHbIX Tpraxk
: npoBepkKa no sanpocy N 3agad Ha oBHapy>XeHHbIX
: nocrenyoLwero MenpaBrieHue VASBMMOCTEN
, o6HoBMeHuda MO B Bawl Task Tracker aHasnimTukomMm Apsafe
1
|



KoMaHoOa

20+ OnbiT Enterprise
neHTecTepoB paspaboTkKu

AN

15 AppSec - 200+ npoeKTosw
MH>XeHepoB B Te4eHue roaa

CeptTndumukartbl: OSCP, OSWE, OSWP,
OSEP, OSCE v gpvrue

:




Kak 9To paboTaeT

BaLwla HdpacTpVyKTypa paspaboTku

VCS
(cucTtema KOHTpPONSA Bepcun)

: UBSMeHeHHbIN
: Kon,

Cl/CD - cncrema

NMpuno>xeHue

TUKeTbl

NMopTan 6es3onacHOCTU

Y
SAST, SCA, MAST

AppSec-H>XeHep

Task Tracker

L



Apsafe :)

MMaKTopbl, BIANAKLLME HA CTOMMOCTb
npoOoyKTa

GGbeM Msl\/leHeHMf/'l> <O6be|v|a naKeTa > <KOH_BO npOBep0K>
B MeC4HLl
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LleHHOCTb Apsafe

< 10 PABOYUX OHEW >

Ha noaorotoBKy
N nogKro4deHme

YYTEHbI TPEBOBAHUA
SAKOHOLOATEJIbCTBA

[NMpnkazs AMCTIK Poccumm
N2239, TOCT P 56939-2024,
ova4, etc

< 5 PABOYUX OHEW >

SLA Ha aHaJ1n3s
MsMmeHeHM

BblrOAoHO AOJ14
SAKASHUNKA

B cpaBHeHMM C pacxogamMum
Ha cob6CcTBEHHYIO KOMaHOy
(1 ven — 6 MnH)

DEVSECOPS B EAVHOMU
OKOCWUCTEME

Heob6xoommbie MHCTPYMEHTDI
N MHTerpaums

NOOOEP>XKA
PASPABOTHUNKOB

KoHcynbTaumm no frobbiMm
BonpocamM, KOHCaUTTUHI
N conpoBoXXaeHwme
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AN

10 KOMIMAHUH
Y>XE OJOBEPW U
HAM BE3OIACHYHO
PASPABOTKY

<Pa8p8.60TL-Il/IKM SCADA/MES CMCTelvD <Pa3pa60Tq|/|KM cpencTB BaLLI,l/ITbD

(CDeJ:l.epaanble yHMBepCI/ITeTbD <|_|pOMbILIJJ'IeHHbIe npe,::l,rlpm;lTM;|>

<5a|-| Kl/l>
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Sanmrtecb Ha
MHOMBNLOYAJTBHY O
O0eMOHCTPauUuIo

620100, +7 (343) 379 98 34
r. EkaTepumH6bypr, cybersec@ussc.ru
yr. Tkaden, Oo. 6 apsafe.ru apsafe.ru



