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HEMPEPbLIBHbIA MOHUTOPUHI 1B

YLUCB SOC

@&soc

YLICB SOC — UEHTP MOHUNTOPVIHI A KMBEEPBESOIMACHOCTW

Mbl CONPOBOXAAEM BECH NMPOLECC. OT BbIABMEHUA MHUMAEHTA OO €ro No/IHOW HEWTpannsaumu, yCTpaHeHUa NocneacTesum
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HEMPEPbLIBHbIA MOHUTOPUHI 1B YLUCB SOC

@&soc

LIGHT SOC — BbIrOOHbI1 MOHUNTOPUHI B HA 12 MECS4LIEB
CneuvansHoe npeanoxeHue ToNbKOo A5 HOBbIX 3aKa3uMKOB

CTOMMOCTDb NPEAJIOXXEHUNA*

2,4 MNH pybnen

MOZE/J1b NOAK/TIOMEHUSA

O6nayHaga mogenb (SOCaas)

* YKasaHbl LeHbl 6e3 yyeta HAC

MNMAPAMETPBI YCNYTU
o 200 EPS nnun 100 aktnBOB

CPOKM OKA3AHUA YCNIYT

MNoaKNtYNTECS K MOHUTOPUHTY
MOXHO ¢ aHBaps 2026 roaa,
nepunoa okasaHua ycnyr —

12 mecsaues

XPAHEHUE COBbITUA

90 gHen

BaM Hy>XHO o6cyanTb apyrme
napamMeTpbl?

OcTaBbTe 3adaBKY 1 NOAyUnTE
NepcoHanbHoOE NpeanoXenHne



kHEﬂPEPbIBHbIVI MOHWUTOPWNHI I/IBJ ( YLICB SOC)

COCTAB YCJ1YTI

CepBl/IC npeagHasHaveH a4 ornepatMBHOM MNOCTAHOBKM HA MOHUTOPWHE b BaLnx KPUTNYHBIX aKTBOB

@&soc

4 N
ycnyrm MOHUTOPUHIA UB LIGHT CTAHAOAPT
MOHUTOPUHT, BbIABNEHME N aHann3 nHumageHtos Vb [a [a
Bblgaya pekomeHgaLmii, ConpoBOXAEHNE O MOMEHTa YCTPaHEHUS UHLMAEHTA Oa Oa
BblaeneHHbIn cepBUC-MeHeaXep 1 rpynrna aHaIMTMKOB Na Oa
Hoctyn K JInuHoMy KabuHeTy Ha [Ha
3anyck TMNoBbIX CLleHapuneB La La
Pa3paboTka HETUMNOBLIX CLleHapueB Hert [a
O6orauieHune Threat Intelligence [a [a
MogkntoyeHne TMNoBbIX NCTOYHUKOB [a [a
MogkntoyeHne HETUMNOBbLIX UCTOYHUKOB Hert [a
PaccnepoBaHue nHumgeHtos Vb Hert La
MoakntoyeHue kK NocCOIMKA u B3aumogeinctesne ¢ HKUKW n ®unLEPT [a [a
MNogrotoBka exemMecsayHbIx oT4eTOB No pabdoTte SOC Ha Ha,

B T.4. HETUMOBbLIX OTYETOB




HEMPEPbLIBHbIA MOHUTOPUHI 1B YLUCB SOC

@&soc

HE BXOOAT B TAPNDP, HO MOXXHO NPNOBPECTU OTOEJIBHO

YCIYTU v

CEPBNCDbI v

YNPABJIEHUE YA3BUMOCTAMMU

Ob6ecneynBaem yrnpaBneHme
YSA3BUMOCTAMMU C MOMOLLbIO
peweHnn knacca VM

ANTIDDOS

NpepoTBpawaem DDoS-ataku
NtOBON CMNOXHOCTU HA YPOBHSAX
L3 unlL4

SECURITY AWARENESS

Ob6y4aeM KMBGEPrpaMoTHOCTH
COTPYAHWKOB M NPOBOAUM
y4yeHus

WAF

OpraHusyem KOMMIEKCHYO 3aLuuTy
BEO-NMPUIOXEHUN OT KNGepyrpos
24x7

4 )
PACCNEAOBAHVE MHLIMAEHTOB UBb
lNpoBoaMM paccnegoBaHue, MOMOraem
MUHUMU3NPOBATHL yLLEPO, onpeaensem
NPUYNHBI, N KOHCYNbTUPYEM KaK UCK/TIOYUTD
MOBTOPEHUM

N J

4 )
COMPROMISE ASSESSMENT
[NpoBepka rmnoTes 0 KomnpoMeTaumm
MHOPMALMOHHON MHPPACTPYKTYPHI

N J




HEMPEPbLIBHbIA MOHUTOPUHI 1B YLUCB SOC
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MNOYEMY YLICB SOC?

bbicTpoe BHegpeHue Knbep3alnTbl — MOSTHOUEHHbBIA MOHUTOPUHE VB BalLMX KPUTUYHBIX aKTBOB 24 Ha 7

CEPBUC, OCHOBAHHbI HA BALLEM BbIEOPE

BmecTo cepBuca «<ogmHakoBo anga scex», YLICb SOC
aganTmpyeTcs nog Baluy NOTPeBHOCTU U OXNAaHNa — 4Yepes
BblI6GOP MOAENN MOAKNOYEHNA, MHCTPYMEHTOB MO KarnoTom,
npasunn o6paboTKMN MHUMAEHTOB U APYrnX NapaMeTpoB

AKCMNMEPTHOE CONPOBOXAEHUME NO BCEM
OBJ/IACTSAM UB

[NpuBnekaem cCOOCTBEHHbIX aHANIMTUKOB B K/TIOYEBbIX
HanpaBneHnax b n 3awmuaem ot «<kagpoBOro rosoha», a Takxe
NOTPEeOHOCTM B OOYYEHNU N yOEeP>XXaHUN COTPYAHMKOB

BbIAEJ/IEHHbIN MEHE[DKEP U KOMAHOA
MOHUTOPUHIA

3akpenseHHas KoMaHaa aKCnepToB o6ecneymT NOCTOAHHbI
MOHUTOPWHI C Y4ETOM Cneundukn Ballen MHPPaCTPyKTypb!

BbINMOJ/IHEHUE TPEEOBAHUN 3AKOHOATE/IbCTBA
no SALLIMTE NHOOPMALIMA

CooTBeTCTBYEM BCEM TPEOOBAHMAM 3aKOHOAaTeNbCTBA PO
B obnactn b n asnsemca koprnopaTnBHbIM LeHTpoM TocCOIKA
knacca A
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[MoapoobHee o Tapundche
LIGHT SOC



HEMPEPbLIBHBI MOHUTOPWHT VB YLICB SOC ' SOG

NMAPAMETPDbI YCI1YT

CraHgapTHbln SLA, 6€e3 KacToMmsaumi

( HAMMEHOBAHME

NAPAMETPA SLA YPOBEHb KPUTUHYHOCTHU 3HAYEHME NAPAMETPA 1

MPUHATUE
MHUNOEHTA
B PABOTY

AHAJIN3

BHe 3aBMCMMOCTM OT YPOBHSA KPUTUYHOCTU <15 MUHYT

PELLUEHNA
Mo YCTPAHEHUIO




HEMPEPbLIBHbIA MOHUTOPUHI 1B YLUCB SOC

NMPOLUECC MOHUTOPVHIA 1B

NHopmumpoBaHne SOC, ecnu:

*  VI3MeHWICA UCTOYHUK COObITNI

* Ectb nHpopmauna no nHumaeHty Vb
* He paboTtaert goctyn B JIK

PearvpoBaHune Ha nHunaeHt Vb
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Ob6ecnedeHne YTOUHEHNne A Peanusauua nnaHa
Ecnu Bce A g
PaboThl CBeAeHUNn ﬂgfgf;::mae Wi - pekomeHaaunin y cebs
MHPACTPYKTYPbI No COObITUAM P I MOHATHO! B MH(PACTPYKType
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No pearMpoBaHuio

*  BbigaBnenuve, dunbtpaumna coobITni
*  AHanuM3s MHUWAEHTOB

° HanucaHne pekomMeHaauni No MHUMAEHTY

° HanucaHne npasun mn 1.40.

MO KaHa/1laM CBA3U

@&soc

3aKa34yumK

duKcaumsa NPUHATBIX
MEep B KapTouke
nHumaenToB VIb anga
yyeTa

AHanus pesynbTtaTa
— KOHTPO/b
UHUMAEHTA

YLUCB SOC



HEMPEPbLIBHbIA MOHUTOPUHI 1B

MOOEJ1IV MPEOOCTABJIEHNA YCI1YT: SOCaaS

YLUCB SOC

Bcs oTBETCTBEHHOCTb, 331a4M U aKcnepTm3a Ha ctopoHe YLICH SOC
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HEMPEPbLIBHbIA MOHUTOPUHI 1B

YLUCB SOC

JIMNYHbIN KABMHET: BUSYATTM3AUUNA N OTYETHOCTDb

[NoapobHasa nHpopmaums

O 3aperncTtpnpoBaHHbIX MHUNOEHTAX
0e30MnacHOCTHU

YnpaBnsaemblil MHTepgenc

[ MbkKas rpynnmpoBKa OaHHbIX
NO Pa3IMYHbIM METPUKAM

PekomeHgaumm no npoTnBoOaAenCcTBUIO
MHLUWOEHTAM N KOPPEKTUPOBKE 3aLLUTHbBIX MEP

OO6paTHasa CBSA3b Yepes NMUYHbI KabuHeT

BO3MOXHOCTb CO34aHMEa AOMNOTHUTEMTbHbIX
0awobéopaoB No 3anpocy




/ » N/ N
( HEMPEPBIBHbBI MOHUTOPWHI 1B ) (\\ YLCB SOC )

KAK NOOKJTHIOYNTb TAPND LIGHT SOC?

3abpoHMpPOBaTL CKNUAKY MOXHO ABYMSA CocobamMu:

OcTaBbTe 3a4BKY
Ha HalleM caunte

OcTanncb Bonpocbl?
[IMWNTE HaM Ha NOYTY SOC@USSC.ru 1 Mbl MPOKOHCYNbTUPYEM Bac

Nn

Hanuwmnte HaMm Ha No4Ty
soc@ussc.ru

no npegnoxeHuto nnun apyrum ycnyram YLICb SOC.



https://soc.ussc.ru/promo_light_soc?utm_source=prez&utm_medium=podkl&utm_campaign=tarif
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HEMPEPBIBHbI MOHUTOPVIHI 1B YLICB SOC ‘SOG
O KOMMNAHIN YLICB

c 2007 rona >900 > 4000

akcneptnsa B UT n Ub npodgeccnoHasnoB B LWITate 3aBepLUEHHbIX NPOEKTOB

Bxogum B cnncok 100 kpynHenwmnx komnaHmm Poccun B chepe 3antbl nHpopmaumm n AT
no Bepcun CNews Analytics n TAdviser

KOMI'IeTeHLI,VIVI e WNHdopmaumoHHas 6€30nacHOCTb e AHanums 3awumLeHHOCTU
e WNHopMauMOHHbIE TEXHOMNOI U e |leHTpbl 06pPabOTKN AaHHbIX
® /IHXEeHepHO-TEXHUYECKME CpeacTBa OXpPaHbl e CepBUCHbIN LUEHTP

MHTeﬂﬂeKTyaﬂbele NHXEHEPHbIE CUCTEMDI



HEMPEPbLIBHbIA MOHUTOPUHI 1B YLUCB SOC

CBOIO BESOINACHOCTb HAM OOBEPAKOT

-

onbIT

YcneuwHo oka3sblBaeM YyCyry KOMMNaHMam
N3 pa3HbIX oTpacneu

AKCMNEPTU3A

KomaHga YLICB SOC — ceptmdmnumpoBaHHbIe
3KCNEPTbl MO KOMMbIOTEPHOW KPUMUHANNCTUKE

HACMOTPEHHOCTb

Buanm cnuMmntomMbl B pasiyHbIX NCTOYHUKOB
onarogapsa COBPEMEHHbIM MHCTPYMEHTaM
n 6a3e 3aKa3ynmKoB
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MO
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KOMMEeKC
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Security Operations Center
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