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CobcTBeHHas naboparopus
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Mnaatpopma obHapyxeHUs
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CyberLympha

MocTaBka cOBpeMeHHbIX pelleHun B
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NMPOMBIWJIEHHBIE CUCTEMDbI

2% CyberLympha®
ABTOMATU3AL MU &b Cyerymp

Pa3Hoo6pa3Hblie cuctembl Hy>xaatotcs B 3¢ PeKTUBHbIX Ho nx Hekomy HacTpauBaTb U
aBTOMaTM3aLuu cpeAcTBax 3aliuUThI 3KCNayaTUpoBaTb
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SecOps B ACY TI1

OnepaTtuUBHbLIU peXum

. O6HoBAeHune MO

. ObHoBANEHME CUrHATYP
. N3onauma n ocTaHOB

. YCTaHOBKA areHToB

. [lonydyeHme gaHHbIX

ANnTensHoCTbL

. dokyc nepcoHana
. TecTnpoBaHue paboTocnocobHocTH
. OTkaT Kk paboueun koHPUrypaLum

SecOps - obbeamHeHne ycunmm komaHabl T-nogpasaeneHnm, nogpasgeneHmin paspabotku yenyr n komaHabl Vb
ANs nocTpoeHns ctabmuabHoun, besonacHou n HagexHon VT-nHdpacTpyKTypbl NpeanpusaTms
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MoHuTtopuHr b: 3agauu

Defense in depth thl_miv
HAUMOHANBHBIA rocTp piways Actiye ﬂ‘-‘ﬁ B e
* Holistic security monitoring
CTAHOAPT (npoexr,
Q MHBeHTapu3ayusa POCCUMCKOW  OKoWatenwhas
®ENEPALMMN peAakuus) Nidwork ety

—t = Cell protection and
I perimeter network
oon * Firewalls and VPN

CocTodHMe
3aLLMNLEHHOCTH

System integrity
= System hardening

3awmTa uHopmayumn
MOHWUTOPUHI UH®OPMALIMOHHOW BE30OMNACHOCTU
& 7 HUNAEHTDbI Nb OGu NIST Special Publication 800-137 Information Security Continuous

Monitoring (ISCM) for Federal Information
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Matthew Scholl
Kevin Stine
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DesepanbHbiv 3akoH "O 6e3onacHOCTU KpUTUYECKoN MHGOPMaLLMOHHOW MHOPACTPYKTYpPbl Poccuincko
Mpuka3 PCTIK Poccmm 0T 14.03.2014 N 31

Mpuka3 PCTIK Poccmn oT 21.12.2017 N 235
Mpukas PCTIK Poccum oT 25.12.2017 N 239
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Mpowusowen O6Hapy>xeH npusHak
WUHLUUAEHT WHUMAEHTa

MoaTsepXxaeH YcTpaHeHbl
MHUNAEHT nocneacTBusA
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compliance

A CobbiTusA
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cobbITUAMMU U Y
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aKTUBOB

10



Y 2% CyberLympha®
— KomnsieKkCHbI MOHUTOpPUHT Vb 3.5 Cyberlympha
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Ow—0o Tpaduk
AHanus cetn KoHTposb i}
IDS/DPI KOHUrypauumi n
compliance
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v X Q CyberL ha®
— KomnaeKcHbI MOHUTOPUHT UB G4 Covertympha

OS50 CeTeBoi
0=30

o0 Tpaduk

KoHTposb
AHanus cetun KOHOUrypaLuii 1
IDS/DPI P
compliance

CyberLympha

DAT
/\ Cobitun APK

YnpaBneHue
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NaentucpmumpoBaHo B xoae
NMPOEeKTUPOBAHUSA CUCTEMDbI

BbifABJZIEHO nocne
3anycCKa CUCTEeMbl

% CyberLympha®

MHOXeCcTBO HeN3BECTHbIX
y3/10B

PacnonoxeHue y3/108B
Hen3BeCTHO

HensBecTHble B3aMMOAeNCTBUSA
MeXAY Y31aMn U CeTAMM

OTcyTcTBUME Be3onacHOM
KOHGUrypauymm

He HacTpoeH ayauT

OTCYTCTBYIOT YYeTHble AaHHble
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5 & CyberL ha®
— /laHHble c peanbHOro obbekTa 55 Cypertympha

~ 20% Tpaduk
N3BECTHbIN CNyXbe
aBTOMaTM3aLMM

~ £,0% Hen3BeCTHbIN
TpaduK cneymanbHOro
MO ACY Tr

~20% CTaHAapPTHbIN
cnyxebHbIv Tpadmk
cetu

~10% M3BECTHbIN
cnyxebHbIn Tpaduk,
NeruTUMHOCTb KOTOPOro
B,0/KHA BbITb YTOYUHEHa

~10% Tpaduk,
KOTOPOro He A0/IKHO
ObITb (HapyLweHus

NONNTUKN) ”



Hy>xeH am SOC B ACY TIN? CyberLympha
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OT CYBERSECURITY DETECTION

MwupoBble NpakTUKKU: Singapore
OT Security Masterplan

A critical aspect of strengthening the OT
cybersecurity posture in Singapore involves
constant, robust monitoring of network
activities within Cll, and swift and decisive
responses in the event anomalous activity
is detected. This requires putting in place
Security Operations Centres (SOCs) at

the sectoral level to oversee, monitor and
coordinate cybersecurity efforts between
Government agencies and Cll owners.

F Exequtive

!lr Ngiam Shih Chun

“The power system is a complex
and critical network. With
digitalisation and the rising
trend of cyber threats, the
Energy Market Autharity will
need to wark closely with (54
to strengthen the reliability and
resilience of our systems”

"3%’ CyberLympha®

All Cll sectors who operate OT systems are developing or have
in place sectoral SOCs suited toward their respective operating
environments, with three examples highlighted below:

& Since 2017, the Energy
Market Authority (EMA) has
collaborated with CSA on
two systems to strengthen
the cybersecurity of the
power sector. This included
a Sectoral Detection & Early
Warning System (SDEWS)
1o detect cyber-attacks.
The SDEWS analyses and
monitors security logs sent
from the power sector's ClI
for anomalous behaviour
in the OT environment.
Complementing this is the
Cyber Threat Detection
System (CTDS) that detects
cyber anomalies in the OT
network. These systems
help EMA safeguard our
power systems and ensure a
reliable supply of electricity
and gas for Singapore.

& The Maritime and Port
Authority of Singapore
(MPA) operationalised
and officially launched the
Maritime Cybersecurity
Operations Centre (MSOC)
in May 2019. The MSOC
conducts round-the-clock
detection, monitoring, and
correlation and analysis
of data activities across
all maritime CII. This has
helped to strengthen the
maritime cybersecurity
posture in Singapore against
potential IT and OT cyber-
attacks. Besides possessing
the capability to detect and
analyse anomalous activities
and cyber threats in the
IT environment, the MSOC
is also able to respond to
cybersecurity incidents by
employing and integrating
advanced OT technology
solutions. In addition, MPA
isin the process of linking
the MSOC and the Port
Operations Control Centre
(POCC) to respond to cyber-
physical incidents in a more
holistic and timely manner.

@ The Public Utilities Board

(PUB) is also leveraging
the expertise and
infrastructure offered
by the cybersecurity
industry, and has
subscribed to Managed
Security Services for

its SOC operations.

This allows PUB to
monitor and analyse its
cybersecurity posture, as
well as provide the cyber
situational awareness
and anticipate cyber
threats. As part of PUB's
capability development
roadmap, it will also

be harnessing new
technologies to enhance
cybersecurity resilience
for the water sector.
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Co6cTBeHHbIN SOC 3% CyberLympha®

CobcTBeHHbIN SOC

8 Cpok 3anycka
$ KanuTtanbHble BAOXeEHUS U MHDPACTPYKTYypa

(fb AKTyaNbHbIN KOHTEHT

Ea [lpobnema kagpos
P12

JnueHsma CTIK Poccum
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Jlrobomn SOC
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Kak ato pabotaet? USSC-SOC 3.& CyberLympha®
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Kak aTo paboTtaer? USSC-SOC

O6ecneuyunBaet SOC:

* [lpaBnna Hopmaamnsaymm
cobbITnM

* [lpaBuna obHapyxeHus
MHLMAEHTOB

* CurHatypbl obHapy>xeHus
BTOPXXEHUM

* OnpegeneHunst yasBMMoCTeu

v

. € € € ¢ ¢

( USSC-SOC

CL DATAPK B ueHTpe
06paboTkM AaHHbIX
USSC-SOC

CyberLympha

DATAPK

CL DATAPK
3allLMLL,aeMoro
obbekTa

>D>DDD >

% CyberLympha®

MpuHumaet SOC:

ObHapy>KeHHble 06beKTbl
3aLUThbI

[ToTOKM AaHHbIX

KapTbl ceTeBOro
B3aMMOZEeNCTBUA

CobpaHHble kKoHbUrYypaLmm
CobbITuA
BoisiBAeHHble MHUMAEHTLI VB

Pe3yabTaTbl NpoBEpPOK Ha
YA3BUMOCTU



2"% CyberLympha®
A aanblue? % JRErEYmp

NMosHakomutbca ¢ CL DATAPK

v" MybanyHoe AeMo peLieHus CyberLympha

v" MunoTHoe BHeApeHMe Ha Baluem npeanpustum DA I A P K

Mo3Hakomutbca c USSC-SOC

v" MunoTHoe BHeApeHMe Ha Bawem npeanpuaTtnm

Mpuobpectu CL DATAPK

v" 3anpoc Ha sale@cyberlympha.ru yu‘ B "

N3yuutb CL DATAPK B AeTansax

v OdurymanbHble Kypcbl 06yyeHNs B aBTOPM30BAHHOM

yuyebHom LeHTpe IT-Cloud

20



KOHTaKTbI

Anekceun LLUaHuH

Avpektop OO0 «Canbep/iumdar cyberlympha.ru



